% @]J-%’ﬁf “2‘

National Cheng Kung University

NICS-ANA-2025-0000551 2025-10-29 [[FTFATEE] Cisco IOSELIOS XE EXEEFER AMEE 2R F(CVE-
2025-20352) > sAfRIRMEDALEITIEE

RMiFaz 2ein

I ;' 2 %F%
ok L NICS-ANA-2025-0000551 Caaa Tue Oct 28 17:58:13 CST 2025
ARl B ik A & 3 IRpE R Tue Oct 28 00:00:00 CST 2025

B LA Cisco 10S#10S XE ## 75 t& b ' % 2 i i (CVE-2025-20352) » 3 i Fein it e {7 B 4¢

# 3 4 R RCisco |0S£2I0S XE #1482 SNMP# i 75 i3t dp 4] % % i§ - (Stack-based Buffer Overflow)i# iF (CVE-2025-
20352) - it xh s F #F SNMPv1/v2c2 vi3f community 3 8 > 24§ »c2 SNMPV3MHE 5L {745 - 7 v f1% 320k 817 00 7 52

& -

VBB M %3:%1’1&‘%‘ P ¥ 5 E B G SNMP4t ¢ 5 2 34 7 Cisco IOS# Cisco |0S XEz % # & #7£cd » 1$ & [EYTPR A%

=
»}
'\
£
S -
o
)

# B 'L (4oprivilege 15)2 ik sy e 7 1516 2 HHSNMP3+ ¢ > >+ Cisco I0S XE3& # 1+ > 11rootf "4t 7 iz A48 -
;g arYs

Cisco I0S
Cisco I0S XE
BEE FanE AT $4F 3 22 ¢ Fixed Softwared > 7% & REB PR AFREY AR SIR A KARE > R g M A
S2RAEEF ELIEP e g7
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte#fs
prie |3
FRLHEAFRNBRAT FETE R 7FLAT ) PendeT o
o
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte
1.https://nvd.nist.gov/vuln/detail/CVE-2025-20352
S FR

2.https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte

PR L FEHE SRR F L FTEAR cF Y 2 TR AR T R 0 VP £~ £ % e (hitps//www.ncert.nat.gov.tw) i
AR FEMARE L FAAR AT B2 AIR AR At 2 2 opp MRS 4 B

WEEEHPAER G RANAG ML TR E o G ERT RS GE T EMETRESA MR
B i%?ﬂL%ml #1438

wfé,s;g: 02-27339922

: 02-27331655

ER3
5 2R |ix : 8 © service@nics.nat.gov.tw

g
T



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte#fs
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte#fs
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte#fs
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte#fs
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte
https://nvd.nist.gov/vuln/detail/CVE-2025-20352
https://nvd.nist.gov/vuln/detail/CVE-2025-20352
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-snmp-x4LPhte
https://www.ncert.nat.gov.tw/
https://www.ncert.nat.gov.tw/
mailto:service@nics.nat.gov.tw

