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1. [CVE-2020-24363] TP-1link TL-WA85SRE Missing Authentication for Critical Function
Vulnerability (CVSS v3.1: 8.8)

(BEE#HREREFA ARM]  TP-Link TL-WA855RE FIERARINAEREITEERENRR - REF D EEHIRE
EEBEEEFUHE AR > FIAEEIBIE3S TDDP_RESET POST 53K » 8%k fE[E1E MR E X EHANE) - WEEERE
BAREMNEESETE - EMIERCRENEZIUZFIER - REENEMAEEEERERBARER (EoL)M,~
B LEEmSZIR (EoS) » B AEFLLEAZKEM °

BET S]] TP-Link TL-WA85S5RE V5 20073127 BiIRYHRZS

2. [CVE-2025-55177] Meta Platforms WhatsApp Incorrect Authorization Vulnerability (CVSS v3.1:
5.4)

[REEHEHEEF A K] Meta Platforms BY WhatsApp TZIEIRIEIERRT > EANHEEELBERTINE
HBERERTE o IR EEERERAESUTEEEE HER T RIBEEE URL KRB °

TETH] FSEBELRIINTERE

https://www.facebook.com/security/advisories/cve-2025-55177

3. [CVE-2023-50224) TP-Link TL-WR841N Authentication Bypass by Spoofing Vulnerability (CVSS
v3.1: 6.5)

(BEEHRIHIEFA K] TP-Link TL-WR841IN FEAIEMRBEHNERBEMNEENRER » sRANMN httpd
ARFS (FAEREEEE TCP 1B 80) » RIREEMBMAEAESEENING - R ENE M FEEEEME hBEEI4RE, (EoL)F1,/
S ARFEAL L (EoS)  BRFREFILFERZER ©



https://www.facebook.com/security/advisories/cve-2025-55177
https://www.facebook.com/security/advisories/cve-2025-55177
https://www.facebook.com/security/advisories/cve-2025-55177

BETH] TP-Link TL-WR841IN V12

4. [CVE-2025-9377] TP-Link Archer C7(EU) and TL-WR841N/ND(MS) 0S Command Injection
Vulnerability (CVSS v3.1: 7.2)

[ESEEHZEHEEFA K] TP-Link Archer C7(EU)R TL-WR84IN/ND(MS)TEIEIEERMIES EIARNE * %%
AURRRIZHER - SR ENERAEEEZEEREMEIRLER (FoL)F R IEERTIE (EoS) « BERERAEREL
fERZEmR °

(REFR]
TP-Link TL-WR841N/ND(MS) V9 2411082 RifRRZx

TP-Link Archer C7(EU) V2 2411082 HifYRRZS

5. [CVE-2025-38352] Linux Kernel Time-of-Check Time-of-Use (TOCTOU) Race Condition
Vulnerability (CVSS v3.1: 7.4)

(EEEBHFEHASFIA RH]  Linux fZOIFTETOCTOUGR R RM » HikE M « TRMHETTAMEREERE -
(RETE

Linux kernel 2.6.36%E5.4.295(F&)HhRA

Linux kernel 5.5%5.10.239(F&)AIRA

Linux kernel 5.11%F5.15.186(FS)BIRRZA

Linux kernel 5.16%F6.1.142(F= )RR

Linux kernel 6.2%F6.6.94(F )RR

Linux kernel 6.7%6.12.34(A5)RRZA

Linux kernel 6.13%6.15.3(AS)MARZA

Linux kernel 6.16

6. [CVE-2025-48543] Android Runtime Use-After-Free Vulnerability (CVSS v3.1: 8.8)

(EEEBHZRUEEFA :RA] Android RuntimefFFECIREEREMRERIRNR > FISEE W Chrome JDFEKE > EME
RSB HEIR R T o

(R&ETE] F2EEAMINRERE

https://source.android.com/security/bulletin/2025-09-01

7. [CVE-2025-53690] Sitecore Multiple Products Deserialization of Untrusted Data
Vulnerability (CVSS v3.1: 9.90)

[REEHEHIEFA KH] Sitecore Experience Manager(XM) » Experience Platform(XP) - Experience
Commerce(XC) MKManaged CloudZFERELEEBERRFINCRR > BAEMBTERKMImachine keyHF © LEERER]
REARFEEEFFAINERIASPNET machine keyiZREIRIZTUBHIT o

(RETR] F2EELFTINEERE

https://support.sitecore.com/kb



https://source.android.com/security/bulletin/2025-09-01
https://source.android.com/security/bulletin/2025-09-01
http://asp.net/
https://support.sitecore.com/kb
https://support.sitecore.com/kb
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1. [cveE-2020-24363] EHEHERRARBLIEEER > FEMEAERMRE

https://www.tp-link.com/us/support/download/tl-wa855re/v5/#Firmware

2. [cvE-2025-55177] EABHEREEHIEEER > FEHEHEBERE

https://www.facebook.com/security/advisories/cve-2025-55177

3. [cvE-2023-50224] EAEBHEREEHIEEEH > FEHEHEERE

https://www.tp-link.com/en/support/download/tl-wr841n/v12/#Firmware

4. [cvE-2025-9377] EACHEREEHEEEH » FEHEHEBERE

https://www.tp-link.com/us/support/faq/4308/

5. [cvE-2025-38352] EHEHERRARBLIEEER » AEMEAERRAE
https://git.kernel.org/stable/c/2c72fe18cc5f9f1750f5bc148cf1¢c94c29e 106ff
https://git.kernel.org/stable/c/2f3daa04a9328220de46f0d5¢c919a6c0073a9f0b
https://git.kernel.org/stable/c/460188bc042a3f40f72d34b9f7fc6ee66b0b757b
https://qit.kernel.org/stable/c/764a7a5dfda23f69919441f2eac2a83e7db6e5Sbb
https://git.kernel.org/stable/c/78a4b8e3795b31dae58762bc091bb0f4f74a2200
https://git.kernel.org/stable/c/c076635b3a42771ace7d276de8dc3bc76ee2balb
https://git.kernel.org/stable/c/c29d5318708e67ac13c1b6fc1007d179fb65b4d7

https://git.kernel.org/stable/c/f90fff1e152dedf52b932240ebbd670d83330eca

6. [CVE-2025-48543] EACHHRARBLEEER » AEHEEERE

https://source.android.com/security/bulletin/2025-09-01

7. [CVE-2025-53690] EACiHHRARLIEEE » AEHEHEERE
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