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[CVE-2026-20045] Cisco Unified Communications Products Code Injection Vulnerability (CVSS
v3.1: 8.2)

(BSEEHRIEEF A K] Cisco Unified Communications Manager (Unified CM) ~ Cisco Unified
Communications Manager Session Management Edition (Unified CM SME) -~ Cisco Unified
Communications Manager IM Presence Service (Unified CM IM P) ~ Cisco Unity Connection # Cisco
Webex Calling Dedicated Instance HFFEREREIARE > AISEFEHEENSREEERANEREERFE
MR > WE—PRAERE root °

[cVE-2025-68645] Synacor Zimbra Collaboration Suite (ZCS) PHP Remote File Inclusion
Vulnerability (CVSS v3.1: 8.8)

[BREEHZEHEEF)A K] Synacor zZimbra Collaboration Suite (ZCS) 7Z7f PHP EIRIEZEEZRER > 7]
RENFFEMBEEZEIBME /h/rest WMABRESNAR > UMEERNEHARDE » €83 WebRoot BEHPHMERIE

%o

[CVE-2025-34026] Versa Concerto Improper Authentication Vulnerability (CVSS v3.1: 7.5)

[BREEMEHNEFIA K] Versa Concerto SD-WAN orchestration platform By Traefik KREMIBECE
BEAERFERA > AR REEFEINEIRREL - AZEY Actuator InESRI#EFIAKENS Heap Dump ERBHEH
o

it

[CVE-2025-31125] vite Vitejs Improper Access Control Vulnerability (CVSS v3.1: 5.3)




(BREEHRUEEFA ARHM] vite vitejs FAFNEFIREHIRR > WBEAEBHEEHSBFIRERER

==

ZRNA o B8 vite FRMEIRBEINER (EH --host 3K server.host :REEIE) NWEARERAZSIIZE -

=
[CVE-2025-54313] Prettier eslint-config-prettier Embedded Malicious Code Vulnerability (CVSS
v3.1: 7.5)

(REEHENEEF A K] Prettier eslint-config-prettier FERARBERIIERR - ZESHEEE
B > RHEHIT install.js HEZE > W Windows R LEFNZEEIZI node-gyp.dll e

[CVE-2024-37079] Broadcom VMware vCenter Server Out-of-bounds Write Vulnerability (CVSS
v3.1: 9.8)

[ETEHEHNEFEB k5] Broadcom VMware vCenter Server 7 DCERPC EIGEMEEPEEHRASTA
$H o B vCenter Server MREFEEMMNERKES » AALSBEXIENERNE  EMERERRERER
170
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[CVE-2026-20045] BREE HFRFIMEZRRZ https://sec.cloudapps.cisco.com/security/center/content/
CiscoSecurityAdvisory/cisco-sa-voice-rce-mORhqY4b

[CVE-2025-68645) FB2EEAFRYINRZRRZA https://wiki.zimbra.com/wiki/Security Center

[CVE-2025-34026] BREE HFRYIMESZRRZ https://security-portal.versa-networks.com/emailbulletins/
6830f94328defa375486ff2e

[cVE-2025-31125] :EREE AR ERRZS https:/github.com/vitejs/vite/security/advisories/ GHSA-4r4m-
qws7-chr8

[CVE-2025-54313] FEREE HFAYIMIRSERRZ https://github.com/advisories/ GHSA-f29h-pxvx-f335

[cVE-2024-37079) FHZ2EE HFRYIMSZRRZA https://support.broadcom.com/web/ecx/support-content-
notification/-/external/content/SecurityAdvisories/0/24453
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[cVE-2026-20045] EHFEHEREERLEESEH  FEMEMERIRRZS https://sec.cloudapps.cisco.
com/security/center/content/CiscoSecurityAdvisory/cisco-sa-voice-rce-mORhqY4b

[CVE-2025-68645] EBAEHHFREBLEESEH » FEMEMERIIRZS https://wiki.zimbra.com/wiki/
Security_Center
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[cVE-2025-34026] EAFEHERABLEEEH » FEMEMEERRA https://security-portal.versa-
networks.com/emailbulletins/6830f94328defa375486ff2e

[cVE-2025-31125] EBAFEHERERERBLEEEH  FEMEMERIRZS https:/github.com/vitejs/
vite/security/advisories/GHSA-4r4m-qw57-chr8

[cVE-2025-54313] EABEHEHRERBLIEEE » sAEMEMRAIRZE https:/github.com/advisories/GHSA-f29h-
pxvx-f335

[cVE-2024-37079] EBAEHERREBLEEEH » FEMEMEEANRES https://support.broadcom.com/

web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24453

[BEER]

(IRREENSHEREN > WIFAELREN) » IREHILBRNAT AR NA AR EMFR0ES - BRI
AR o

HEHRIBELIBRES/VE

#33t : https://info.cert.tanet.edu.tw/
B4R ERE | 07-5250211

4EEREEE © 98400000

E-Mail : service@cert.tanet.edu.tw


https://security-portal.versa-networks.com/emailbulletins/6830f94328defa375486ff2e
https://security-portal.versa-networks.com/emailbulletins/6830f94328defa375486ff2e
https://security-portal.versa-networks.com/emailbulletins/6830f94328defa375486ff2e
https://github.com/vitejs/vite/security/advisories/GHSA-4r4m-qw57-chr8
https://github.com/vitejs/vite/security/advisories/GHSA-4r4m-qw57-chr8
https://github.com/vitejs/vite/security/advisories/GHSA-4r4m-qw57-chr8
https://github.com/advisories/GHSA-f29h-pxvx-f335
https://github.com/advisories/GHSA-f29h-pxvx-f335
https://github.com/advisories/GHSA-f29h-pxvx-f335
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24453
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24453
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24453
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24453
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24453
https://info.cert.tanet.edu.tw/
https://info.cert.tanet.edu.tw/
mailto:service@cert.tanet.edu.tw
mailto:service@cert.tanet.edu.tw

